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In Hal E-Bank, through the Tools function (A) you can access the following functionalities:

e Personal number (PIN) change
e Settings

o TCP/IP
Payment details
E-Forms
Import/Export
Balance overview

Miscellaneous
Address book

Smart card or USB key test
Exchange of smart card or USB key
Address book

Debtor identifiers

SDD creditor identifiers

Database cleanup

Database backup

Search

Currency conversion

Service programs’

O O O O O O O

My accounts and descriptive names

' The set of service programs can vary from account to account, if the accounts are opened at different banks

offering different service programs.
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ADDITIONAL TOOLS AND SETTINGS

o Repair database

o Collect system information

o Delete client profiles

o Update bookmarks

o Import bank directory

o Update bank register

o Unblock personal number (PIN code)

o Account number conversion from BBAN to IBAN
o Reimport of E forms

o Import default account data into address book
o Import NPl mandates data

o Migrate E-Bank data

o Certificate export

o Database upgrade




ADMONALTOOLSANDSETTINGS
Personal Number (PIN) Change

Due to security reasons, we recommend to change the personal number (PIN code) on a monthly basis.

File Wiew Communication |Taols | Help

i ‘ ‘JE' | | & ‘ o | Q) Persanal nurnber (PIN) change 22 | IDnr‘nestic payrnents j

+ ERE Settings (At + O} SIBE 3300 0345 4683 166 J
= . EEE LJUELJANA DD, -
|a@bank TR Smart card or USE key test
e ~]HRroazon ~|frizzmz -
Exchange of srmart card or USE key

=
Freparation - - Q) Search

- The program For changing smark card's or USE key's personal number
(PIM code) will terrinate yourwork with E-Bank.
Would you like to conduct the required action anyaay?

.mountl Cuire... | Payment details | Statuz

earc trl +

Currency conversion

Dei Senvice prograrms »
Jelivery

Infa

<
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|Change of persanal number (PIN code) |Marked recards Mo: 071

1 In the toolbar, click the "Change personal number"” (1a) icon or via the menu bar Tools select
the command Tools > Personal number (PIN) change (1b).

2 A warning will appear informing you that the program will interrupt work with the electronic
bank in order to change your personal number. If you have completed your work, confirm this
window. Otherwise, first complete the work and repeat the procedure.

3 The window for changing the PIN code will appear. Enter the old and the new personal number
(the number should consist of 6 to 8 characters). Confirm the new personal humber due to
security reasons by entering it again. Confirm the entry by clicking OK.

4 The program displays a notification stating that the PIN code was successfully changed.
Confirm the notification.

In order to continue working with Hal E-Bank, you need to sign up again.



CADTONALTOOLSANDSETTNGS
Settings

The Hal E-Bank program enables you to set functions which will make your work easier.

File Wigw Commurication | Tools Help

| B | g g Persenammber (PIN change 1 | 7 | ¢ | EO—— <[ -
f1 gs (alk + ) 2 Igﬂmp I ard descripite names: | Miscelaneous I'l Address book |
Smart card or USE key test £ | N M| A -
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FREE Debvay -~
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]
i
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1 Select the command Tools > Settings or the command Alt + O.

2 The Settings window opens. On top of the window, tabs are located. Select the desired tab. In
continuation, the description is provided about which items can be set in each tab.



ADDITIONAL TOOLS AND SETTINGS

TCP/IP e =
My accounts and descriptive names I Mizcellaneous I Address book I
. @CP”P | Payment details I E-Farms I Import/E xport | Balance overview
In the TCP/IP tab, you can set the way of refreshing data. _ |_®_
. . . Max number of documents at sending: [300]
You can specify whether during sending data to the bank e
you want to refresh data, accept bank’s exchange rate lists IRk ei o b e e
. . . % refresh data on all my accounts
or if you wish to refresh data when starting the program. et o et st on
" do not refresh data on my accounts
. — Refrezhing/zending data
1 SeleCt the Command TOOIS > Sett]ngs or the ‘whhile refreshing data from a selected bank's server:
Command Alt + O % accept all exchange rate lists
(See the Sett]ngs Chapter). ' accept only the last exchange rate list
£~ dont accept bank exchange rate lists
1 Select the TCP/IP tab. e
2 Enter the maximum number of batches at sending e L
. . when checking comectness of pay. order entry for pay. abroad.
into the field. o it el i
. . . I~ 1 would like to refresh data when starting the: program
3 Select the desired content regarding sending, I 1 anly wish to refresh data for the selected accaunt
receiving and refreshing of data.
4 Confirm the selection by clicking OK.
5 0K Cancel
Payment Details
ettings =] The tab enables you to set in advance 12 payment
My accounts and descriptive names I Mizcellaneous | Addrezs baok I deta]ls’ Wh]Ch yOU use mOSt frequently When
| TCP#'@E‘P“’E"“E‘&“S | Efoms | importEspant | Balance avervien completing payment orders. In the payment order,
Dretails zettings for quick selection of payment details: yOU can Call them by Cl'ick'ing on »?« or by Select‘ing
Details 1: the appropriate function button.
Details 2:
Dretails 3:
Deta 4: | 1 Select the command Tools > Settings or the
Dietails 5: .
D:::;B_ : (3) command Alt + O (see the Settings chapter).
Detais 7. | 2 Select the Payment details tab.
Details 8: . . .
e I 3 In the fields, enter desired payment details. At
Details 10: | completing the order, you can enter payment
Destails 11: | details faster by using function buttons (F1, F2
Lz | ...), namely »F1« for »Payment details 1«, »F2<«

4 (1]4 Cancel

for »Payment details 2« ...
4  Confirm the selection by clicking OK.




ADDITIONAL TOOLS AND SETTINGS

E-Forms

The b

ank defines available e-forms (overnight

deposits, etc.). They are available in the
Preparation/Forms folder. By default settings,
this folder is empty.

1 Select the command Tools > Settings or
the command Alt + O (see the Settings
chapter).

2 Select the E- Forms tab.

3 Select default e-forms for different
folders.

4 Confirm the selection by clicking OK.

Import/Export

We recommend you:
e to import/export data with the XML SEPA converter,
[ ]

Setting converters of import and export manually

" TCPAP | Payment dt

My accounts and descriptpeapames I Mizcellaneous I Address boak
E-Forms | Impoart/Export I Balance overview

— Default E-Form

Default E-Form settings far each E-Form folder that containg data about
payment spstem and bank that issued E-Farm.

Bank
I jv
Papment zystem

I Domestic payments j@

Falder E-Farm

Freparation I

Archive I

LeffLedf L

Rewvigw I

x|

— E-invaoices
™ Automatic creation of payment order when receiving an E-invoice fram
the zelected bank server
Uze standard visualization ta view E-invoices in e-style farmat anly if
wisualization iz not zet by the E-invoice izsuer
At import, show notification for the selection of import of E-invoice with ar
without an envelope

— E-subscription

I Usge standard visualization to view E-subscription only if visualization iz
hat set

4 ) ok Cancel

that at import/export you always prepare or export in accordance with the highest version of
the scheme and to also set the converter in such a way. Data import/export with the highest
version of the converter ensures uniformity of data with the rules which currently apply to

conduction of payment services.

Payment orders for import in domestic payment system can be prepared in two formats:
° text file, which corresponds to Hal E-Bank specifications of import-export formats,
o orders are prepared by banks' instructions for submission and reception of data with

payment orders.




ADDITIONAL TOOLS AND SETTINGS

Settings

B You can select whether summary and title row are also taken into

My aceounts and descriptive names @Mlscellaﬂenus | Addessbook |

TCRAP | Payment detais | E-Fon Import/Export ] Balance overvien | account at import:

f;‘f[:delffg\j;:;“e'@e“‘e““t”“°”°°“”e”' 1 Select the command Tools > Settings or the command Alt +
it L (a) O (see Settings chapter).
[5Ps P 5 2 Select the Import/Export tab.
ot Preesros—= ||| 3 Select »Market«, if this option is available.
| Fitklt;l'h“dwpfd'mdt 4 In drop-down menus, select the desired values.
oot  Remove comerer_| 5 Select the command Set converter as default; otherwise,
DS e TG (5) savsmn the converters will remain unchanged.
Ot prrei | 6 Confirm the selection by clicking OK.

¥ Automatic recogrition of the Format of impart file: for importing payment orders
Mave imported files

" Don't move imported files upon imparting
& Move imported files into the "ACCEPTED" directary

" Move imported files into folder

Cancel

Automatic recognition of import file format

At import of orders/batches, the Hal E-Bank program itself recognizes the import file format and runs
the converter suitable to the format, in accordance with its settings.

To turn off the automatic recognition of the import converter, uncheck the field "Automatic
recognition of import file format for the import of payment orders” (see picture above) and then set
the import converter manually.

Additional option of setting import/export converters

In addition to the setting of converters via the menu Tools > Settings (Alt + O), you can set this also
in Preparation of orders/batches. You can find further information on those settings in the manual
Payments, Order import.
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Display of data on export converter

In the folder Preparation and Review (of orders, batches, transactions, statements, e-invoices), next

to the option for Export the data on the default export converter is also displayed, which can be
reset.

File View Communication Toals Help
&l E oM 2 B |8 2 v B2 F 8 [oomestpsymens =
~ EBB LJUBLJANA D.D.D. . SIS 2300 0000 0000 032
TRZASKA 118 1000 LIUBLJANA I EEELIELIANA D.OD. j
|FREE i b | (EACEE R | ESFETE R
*# Order preparation
Marked records Mo 0/2
Sum: - /=574,00 EUR B
| Valuedp.. # | Credit | .-’-‘«mountl Curre. .. | FPapment details | Status | Clur reference | Parti
1312201 HvPO aLPE-ADRIA-BAME D.D. =230,00 EUR DELIOCT 2011 PREF&RED 5193 5100
1312201 DEZELMA BAMKA SLOVEMIE 0.0, =344.00 EUR LIPM PREF&RED 5193
A
Drelivery
Import
i | Templates » | LI
Onzr Irite Bialici WEIELES Pz it
|Prepared ... |Marked records Mo 02 [Sum: - }=574,00 ELR [17.12.2011 08:10 N 2
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ADDITIONAL TOOLS AND SETTINGS

SEPA RB 7.0 and versioning of XML SEPA converter

On February 1, 2014, the new rules of conducting business with the SEPA credit payments and SEPA

direct debits (SEPA RB 7.0) shall enter into force. The new rules don’t change the data model from the

version SEPA RB 4.0 to 6.0, but they rather expand the range of values in certain codebooks, which
you can select from the drop-down menus (e.g. values for the category purpose code for the

UPN/SEPA form, etc.).

Now, also for the selection of the XML SEPA converter there is an option to select the scheme version.

In the »Data standard« row (1) on the drop-down menu below the column »Selected value«, select the

data standard (2).

Data import/export with this version of the data standard ensures uniformity of data with the rules

which currently apply to conduction of payment services.

Converter parameters 5[

Fayment zpzten:

I Domestic payments j
Dacument type:

IDF'S Payment order j

Ligt of conwverters [impaort]

|DPS order, <ML SEPA =l
Diezcription | Selected walue |

Import of old pay@rders into UPH/SERPS payme... Mo
H

D ata standard t | <ML SEPA RE 4.n-:j®

Check debtar's a

Ligt of conwverters [export]
DPS order, XML SEF2, |

Dezcription | Selected value |

Data standard  SEPARE 4.0-7.0
Scenanio name  Payment. ppd
File filker ML files [# sml), All files [* %]

k. I Cloze
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ADDITIONAL TOOLS AND SETTINGS

Formats of Import/Export Files

For more information on import/export formats, see the web page

Import/Export of SEPA mass payments batch

The import of the SEPA mass payments batch (MP SEPA batch) is conducted in the same way as import

of other batches with payment orders (see the Payments manual). The import is enabled in the

Domestic payments (1) by selecting the Document type DPS batch (payment orders) (2) and only for

the XML SEPA type of file (3). In Converter parameters in the row »Import batches MP SEPA as

ordinary batch«, set the selected value to »NO« (4). Confirm the selection (5, 6 and 7). If the value is

set to »YES«, the program imports the prepared MP SEPA batch as an ordinary batch with orders.

File  Wiew Communication  Tonls  Heln

Settings K ll =
ii -
My = s | . | — ] I Damestic payments (‘l) J
b s maie ol e o e M‘“‘I s
TCPAP | Paymentdetsls | Efcams  ImpoitExpot | Balsnce aveniew | T =
~Selact a dafaull converter for the selectd type of documert JUBLJANMA DO,

Maket  [SLOVENIA

Papmari zpstem
[ ormestc paprens =]
Drociment hpe T~
[DPS Payement order 2 =]
List of converers fimpert) Lish of convsters [export]
DP'S ceder, XML SEPA DPS order. TEDIS =
Default corrvertes for the Iyps of document————————————y
Import
DFS order, XML SERA Add convenss
HALConverer_xML_FAST exe
Remove corvester I
Expart
DPS order, TEDIS Sl ac defauit I
ORDER_TEDIS.exe
‘ 6 ICumulel parameles I

Converter parameters

™ Automatic secogrtion of the Fomat of import file for impoding papment orders

" Dot move imported fles upon importing
% Meve impoited fles inla the TACCEPTED™ dreclory

™ Mo imported fles into foldes

Infa

|DP‘S Payenent cider =

List of corvverters [import]

| DS cider, ML SEPA =l

Description | Selected valus |

Import of old payment ceders nto UPH/SERA papme... Mo

Data slandard HML SEPARE 4.0-7.0

Check debler's account [m—z
o
Mo

List of cotwerters [xpart]

[OFS cuder, TRDIS |

Dieacripti Selected valus

Export of IFM/SERA payment orders Export UPNASEPA payment ordess as old pay

4] | i

x|
P
| Domestic papments ll
Document

drik.
drik.
drik.
ik
drik.
ik,

p drik

drik.
drik.
ik,
drik.
drik.
drik.
drik.
drik.
drik.
drik.
drik.
drik.

F‘II i f 2

|Prepared . il fia [Sum: - /=13.206, 20 EUR 13.12.2011 08:10 b
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ADDITIONAL TOOLS AND SETTINGS

: : . e |r1 s —s(-

When importing the MP SEPA batch, you must il
also set the batch type of the batch that you L e e | |
are importing (open / closed). This can be done e Flovens
in the MISCELLANEOUS tab. Here, you can also Database: [N_PERSDNALEBANK

. opo N atabaze archiving reminder: ever -
set whether you wish the notification for the . =

isplaying notifications of certificate expiration

Select]on Of batch type to be displayed each Certificate expiration notification (no. of days until exp.): ,14—

. . M aximal number of displayed documents: 5000
[
t]me you ]mport an MP SEPA batch‘ Max. no. of orders in the MP SEPA batch: 5000

| Default account number at programm startup:
| Last selectsd account j

Default purpose code for the order:
CMDT - TRANSFER OF COMMODITIES j

Default type of debit reference on UPN SEPA DPS order:  |MRC -

Default type of debit reference an UPM SEPA FPS order: m -

Iv Dizplaying natification on different time zane

I¥ Check of adjustment of time between local computer and server
[ Review of unread messages when initializing program

™ Payment orders

Entry of creditor/debtor data without the use of address book
I¥ Upon import of MPS batches, show the notification for batch type selection

Drefault type of SEPA MP batches
&+ Dpen [with a possibiliy to preview]
" Clozed [without a possibility ta review]

[V Dizplaying notification on exceeded size of database

M aximumn allowed size of database in ME: 1000

oK | Cancel




ADDITIONAL TOOLS AND SETTINGS

Moving Imported Files

At Import/Export tab you can select three options available, namely:

a) Do not move import files upon import

Select this option if you don’t want to save imported
files.

b) Move import files into the
“ACCEPTED” folder

The ACCEPTED folder is created in the folder, from
which you are importing files with orders. Example:
the file Payments is imported into Hal E-Bank from
the folder My documents. In the folder My
documents, the folder ACCEPTED is created, where
the file Payments is moved. Therefore, the file
Payments cannot be imported again by mistake, as it
is no longer in the folder My documents.

c) Move import files into folder

If you choose this option, you can save import files to
any location on your computer. At confirming the
confirmation field for this option, a field opens up in
which you enter the desired location for saving.
Selection confirm with the OK command (4).

bengs

My acoounts and descriptve names. | Miscellaewour | Addiess book,
TCRAP | Paymentdetads | EFoms  lmpstExpod | Balance overdew

1 Select a default coroeres for the seleched lupe of document

Mkt | OVEMLA
Pagment syshem
| Drorretac payersnls j
Docysment pe
[DPS Paymant crder =]
List of exmvosdten [impel) it of cormerlers s
| Ausomatic recogniton =] [oPS order. TKDIS Z
Diedaulkt cormvertes [or the selected lype of document
Brrpoat
Automatic recognion Add eoreartes
Remanee conreler
Expanl
DPS ordes, TEDIS Setas detout |
DRDER_TEMS. axe
Corveerter parameter:
[ suiomatic iscogrelion of the faimal of inport fle o inpedting paenl cedar: .

pove importad lles
o * Diont move impored fes upon impoting
Move mported fles into the "ACCEPTED® dreclon
Miorve impobed fles inlo foldes

=
Fel]
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ADDITIONAL TOOLS AND SETTINGS

Balance Overview

In the Balance overview tab, you can set the balance overview for selected accounts.

E]

My sccourts and descriplive names I Mi i!
TCRAP | Papment detads | EFoms | Impoit/E
e balance vews
== - 1501001 009763932
1501001009770023 LELE
List of accounts of seleclad view 1501001003770 26
1501001009770223 Add all >
Bark; [ Acoount ra [ 15010010037745385
1501001231112683
I':-.III".-I.I'":-Lﬁl'::l‘.@
< Remose |
<< Remave al
(©bank My company
4d) —
halET*S L Gk I Cancel | "
3, Aadd I = & I LR Lol ™ L BT L L ) 7y -
: 8o s B aEEE s v B 7R R [ —
Fal@bank T~ TRBAREA 118 1000 LIUBLIANA UTBak (o LA asia o -
D FREE = | e | R rr |

- Balance and transactions in accounts

[y

Freparaion Bocked balance: 45,237 00 EUR

Booked balance date: 14.12.202. 08:21:08
B 1, CURRENT TRANSACTIONS 2 OADERS OM WAITING FIR TODAY 3 FUTURE DATED ORDERS
= - aher of debitn: 0| = rumber of peders/baiches in ihe bank: 0 = rmber of ceders taiches in the bank:
+ sum o st  sum of evcers/batchsa in the beric - sum of exders/batches in the bark:
=000 =0.00 =
- rnarrser of coecils: 1 | = reunber of oedete/baichas in E-Bank: 0 - rembe of ordersvbatches inE Sankc
- gum of cyedis - iokall emount of meders/Bialiches i E-Bank: - bl amount of orders/hatches in E-Bank:
— Daam 00 ¥
T HE0 -
Wazanziaz | |G Eﬂ.‘”

EBE LIUGLENA D DN

ITETECY L. halwen | Booked hala

TOTALFORTH[. EUR

IMarkesd reooeds Mos 1L

1 Select the command Tools > Settings or the command Alt + O
(see the Settings chapter).

2 Select the Balance overview tab.

w

Select the Add command.

4 A new window will open. In the field »Descriptive name of view«, enter the name (4a) for a
new view. Select accounts (4b) and add them (4c) to the list. Then confirm the selection (4d).

5 Confirm with the OK command.
You can review the new view for selected accounts in the folder Review > Balance. Select the view in
the drop-down menu »Balance view« (A1). The balance for accounts is written in the new view (A2).
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ADDITIONAL TOOLS AND SETTINGS

My Accounts and Descriptive Names

In the tab My accounts and descriptive names, you specify the way of displaying account data
(display of accounts with descriptive names, display of bank's name next to the account) and you edit
the list of displayed accounts.

Settings x|

~JCPAP | Paymentdetals | EFoms | Import/Ewpot | Balance overview |
My accourts and desciplive nomes I Micelanenst | Addessbock |

Lot of acoounts and e descnplies namess

SI5E 3300 0000 0007 072 .
51565 0205 0001 0692 454 Editaccountist £
5156 0792 2001 0128 538 - List of accounts 1 Eddbed account kst

ML 5156 0510 0801 0271 225 1500001 002447485

L 5156 340010100 0372 907
AR/ gi5E 0207 0001 0432 219
SAAN 5156 3300 0000 0005 325
ML 5156 05100201 0330 323
ABJ gisg (05 H05 5295 54

W T PR W T

Qs

Display bank rsme e b e account ; ' i
Editing account st @
" By accourd uses name [defaul]

LT bank 1] 4 Cancal
By bank name 4E I
" By market

0+ Fres Echl kst
)

[ ok ] come |

1 Select the command Tools > Settings or the command Alt + O
(see the Settings chapter).

2 Select the tab My accounts and descriptive names.

— TIP
3 Select whether you want also the descriptive name

and bank's name next to the account. If you wish to display the
descriptive name of the

4 Select the way of editing account list.
account, select the Show

In case you select »Free«, you can specify which
accounts you will see in the drop-down menu in Hal E-
Bank. Select the Edit list command (4a). Mark the
accounts (4b) and add them (4c) to the list. By using
arrows (4d), you can set the order of accounts on the
list. For confirmation of the list, select OK (4e).

5 Confirm with the OK command.

accounts with descriptive names

option (3) and double click the

account and add the descriptive
name.
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Miscellaneous

In the Miscellaneous tab, you can set the following:
reminder for database archiving,

notification prior to expiration,

maximum number of displayed documents,
maximum number of orders in the MP SEPA batch,
default account at program startup,

default purpose code for the order,

default reference type for the debit on the UPN / SEPA PPD order,
default reference type for the debit on the UPN / SEPA PPT Order.

You can also activate/deactivate the displaying of notification on different time zones, checking of
adjustment of time on a local computer and on server, review of unread messages at program start,
for payment orders entry of data without use of address book, showing the notification for the

selection of the batch type at the import of the SEPA MP
batches and define default type of the SEPA MP batch (open
/closed). You can also activate/deactivate the displaying of
notification on exceeded database size and specify the
maximum allowed database size in MB.

1 Select the command Tools > Settings or the command
Alt + O (see Settings chapter).

2 Select the Miscellaneous tab.
Enter and select the desired data.
4 Confirm with the OK command.

w

TCPAP | Pageart delsds | E Impeet/Erpodt | Balance ovenvien |
My accounts and dezciptive Miscelanecut | Address bosk |
Markat EN

Database: [N_PERSONALERANK

Databuse anchiving 1emindar: I_Hle».w -i
¥ Displaying rotiic:ations of certificate sxpration

Ceatificaln sxpaabion notication [ro. dd-mlllliwt 1.1

M il arribesd of chiplanesd documents:
Max 0. of ordees:in the MP SEFA batch: IE:IIIJ

Diebault acoount number st progiam Hlarup
[Lact sedected accourt

Defandt puspose code lor the ceder
[CMDT - TRANSFER OF COMMODITIES |
Dt lype of debd iaference on PN SERA DPS ceder:  [NRC =
Dt type of datsl isference on LIFH SERA FFS order  |NRC -
¥ Dinplaying rotification on diferert Bme zore
[¥ Check of adpstmerk of time between local computes and server
[ Riervam of urnsad k28083 whin tisknng progam
™ Payoant codess

Entry of coaditon/debaod data wattout the upe of sddees: book
¥ Upon import of MIPS bahches, show the roficason for baich lype pelection

Default ype of SEFA MF baiches

& Open fwith & possitelity bo presvies]

" Closed [without & possiblity 1o review]
¥ Displaying notification on sacesded size of detsbate
Maanum slowed e of dalabace in ME: 1000

activate displaying of notifications about certificate expiration and specify nhumber of days for

xf

4 Jox | coea
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ADDITIONAL TOOLS AND SETTINGS

My accounts and descriptive names I

" TCRAP I Fayment details I E-Forms I Import/E xpoit Balance overview |
Miscellaneou

Address book

— Searching for partner/bank
{* Search by name beginning

" Search by any pattern in name

()
(3)

— Data entry
% Use of capital letters anly

" Use of small and capital lstters

x|

Cancel

Address Book

In the Address book tab, you can specify whether at
entering partner or bank on payment order the program
will search by the beginning of hame or by any pattern in

name.

You can enable use of only capital letters or use of small
and capital letters in address book.

1

2
3

Select the command Tools > Settings or the
command Alt + O (see the Settings chapter).

Select the Address book tab.
Select the desired settings.
Confirm with the OK command.
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You can test your smart card or USB key.

Rle em T Commricetionl] ools|Fk Notice x|
ﬁ | &' | | & | a Persanal number (PIN) change | I = P e

Settings (alk + O
Smart card or USE best

Personal number {PIN code -
\!‘) Successful besting of smart card or USE key,

(hal@bank

]i] @-’ bank Exchange of smart card or USE key o
= oW Address book (Alt + A) Digitl cetticate .
= . Debkor identifiers et I[J)Bari! Bradnik. HALCOM D.D.
Preparation 50D creditor identifiers si”r:n Halcom CA PO 2 (1 Seach
'ié_‘.ﬁ arders [atabase cleanup alid unkit 06.08. 20715 I EE
GF  batches Database backup | Seloction ERERARED
B 50D orders Search (Ctrl + F) = = 013 FREPARED
. Insest smart card inbo reader or USE key into USE post FREFARED
[:Eﬂ; SOD batches CUrrency conversion and bg-_n,pgurpemundn_mhnﬁ PREFARED
2 files SErviCe programs 4 @ {\E_) oK I Cancel | EEEE':EEE
1 Select the command Tools > Smart card or USB key test.
2 The window Personal number (PIN code) opens. Enter the number (PIN code) of your smart
card or USB key.
3 Select the OK command.
4 A notification will appear on success of testing smart card or USB key. Confirm the notification.
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ADDITIONAL TOOLS AND SETTINGS

If you would like to continue your work with a different smart card or USB key, you can do that
without the need to close down Hal E-Bank and start it again.

File  Wiew CommunicatioanooIs Help

& &

| @ | o Personal nurmber (PINY change

H ‘ 7 ‘ T | =2 | | Domestic payments =l
==
-

| e
S I

owner:  Daja Biodrik, HALCOM D.D.
B

Setkings (Al + o)
Smart card ar 36 ke kest
Exchange of smart card or LSE

e Address book (Alk + A)
= {55
= - Debtaor identifiers

@@Ibank'

Freparation gdjr: SDD creditor identifiers er. no.- 335;9 ETE Search
B oders , Database cleanup &usﬁrﬂ 06.08.2015 [heser | [ stat
I - Evien atuz
& batches e Koo, S PREPARED
25 SDD orders Search (Ctl + F) E B-B- EEEEﬂEEB
. . vt et cadcl ik resder o LISB) Ky ke USB port
(# SDD batches Currency conversion KDD | e o pereondmamber = FREFARED
o files Service programs 4 @ @ 0K | Cancel | EEEE’:EER

Select the command Tools > Exchange of smart card or USB key.

The window Personal number (PIN code) opens. Enter a different smart card or USB key you
would like to continue working with. Enter the number (PIN code) of smart card of USB key.

N =

3 Confirm the entry with OK command. You can continue working with Hal E-Bank.

Work with the address book is described in the section ADDRESS BOOK. It is also available at the
website in the section Users Manuals under the mentioning of section:
Address book.
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ADDITIONAL TOOLS AND SETTINGS

When completing some payment orders, it is mandatory to enter also data on debtor's identifiers (Hal

E-Bank user). If you want your identification data to be entered automatically when completing
payment orders, you can set this in Tools > Debtor identifiers.

File Wiew Communicati0n|Tools Help

Debtor identifiers 3 x|

Persanal number (PIN) change I
ﬁ‘&||$|%: (PIN) 2 Account owmer: -

Settings (Alt + O] EEE LIUBLISNA 0.0, (2) = I
amart card or IUSE ke best -

Ji
Legal entity Emsuwl

[V Use of idertifiers when imporing oiders

6 ) oK Cancel

Exchange of smart card or USE key BIC /BEL —;I
Preparation Debkar i 3 GS1G:
=/ ZEIrEl ; 50D creditor identifiers Search
Bark no.:
L orders Database cleanup
I y Tas o | Statuz
i batches g i ey PREFARED
: Customer number: [ PREPARED
EY 50D orders © Search (Chrl + F) PREPARED
g SDD batches 7 Currency conwersion S l PREFARED
) 1 . - Othes idendification PREFPARED
Q@ files © Service programs e I PREPARED
g forms 26092013 HYPD ALPE-ADRIAE || denification tupe: | PREPARED
=] Messages
7 ~ Default idenfifier type
Drelivery lzsuer of default I
identifier: a5
A [ (4
3a

Select the command Tools > Debtor identifiers.

N =

the account you want to set identifiers for.

3 Enter identifiers. Set of identifiers differs by type of user, namely Legal entity or Consumer;

you select the type of user by selecting the appropriate tab (3a).

The window Debtor identifiers opens. If there are multiple accounts available for work, select

4 From the drop-down menu, select the default type of identifier and enter the issuer of default

identifier (4a). If you would like to use the identifier which is not in the recommended
selection, select Other identification and enter data.

5 If you want to import this data at import of payment orders, check the field Use of identifiers

when importing orders.
6 Confirm the entry by clicking OK.
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When doing business with SEPA direct debits, the data on SDD creditor identifier is also mandatory.
For Slovenian creditors, the data is written in the format: SI (country code), KK (calculated control
number), ZZZ (constant) and tax number (e.g. SI022ZZ12345678). If you want that data to be imported
at import of orders you can set this by marking a mark in the field Use of identifiers when importing
orders.

File  Wiew Cnmmunication|Tuols Help

2|5 lm gy Peedmmeemdnse B g | g5 [omem e =
Setkings (Al + O
. SIBE 3300 034E 4653 166
Snart card or LISE key best I liTlEbank Eeg) JeLianA DD, j
Exchange of smart card or USE key IFF!EE =1 < [ o B eep EIE -1
&ddress book (Al + &) SDD creditor identifiers 3 ﬂ-
=
= Debtor identifiers Account ownear

Preparation EEE LIUBLJANAD.D.

tor identifiers

88 orders 3 Database cleanup - —~
&9 balches | © Datsbase backup i n— e SI02Z2212345678 @)
28 SDD orders Search (Ckrl + F) E gg

(8 50D batches Currency conversion K D:Dj

2 files Service programs p fDD

& foms 20.09.2013 ABANEA VIPAD.D.

Y messages 26.09.203 HvPO ALPE-&DRIA-BANE DLD.

-

Drelivery

Legal & Comsumer
¥ Use of identifiers when imgoating orders

e (I ) puork Irif Biie) rifo MP@ 5 )oK Cancel

lv

Select the command Tools > SDD creditor identifiers.

N =

The window SDD creditor identifiers opens. If you have multiple accounts at disposal, select
the account you would like to set identifiers for.

w

Enter the identifier.

4 If you want this data to be imported at import of the SDD orders, mark the field Use of
identifiers when importing orders.

5 Confirm the entry by OK command.
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From Hal E-Bank, you can delete old data (data without address book, template or files). Such data
can be saved or archived, but they will not be visible in the Hal E-Bank program any more. In case
there is a lot of old data, deleting it enables faster functioning of the program.

File  Wiew Cnmmunicati0n|Tools Help

i ‘ B | | & | o Personal number (PIN) change ‘ 7 ‘ G | R | IDDmestic p— j

Setkings (alk + O
- | . SIBE I300 0846 46232 166
Iﬂ@b R " Smart card or USE key test LEBbank £pg|ieLians DD, j
Jarnsgoan
\ =Y Exchange of smart card or USE key IFF!EE j il |E|1.EI1 ST LI |3'I EFENE j
= i .ﬂ.ddress. bnolkl(.ﬁ.lt + A
. Debtar identifiers -
Freparation Fark S0 el e =101 x| ) Search
o Database cleanup Claan data okder than 1. 7ENE ~« | =
5 atus
Create aichive file
Database backup oD r - FREFARED
© Search (Chrl + F) K D.D. | m3 FREFARED
o CUrrency conwersion LDD. PREFARED
i i K.D.D. PREPARED
] " K.D.D. FREFARED
J Service programs »
( : zm“m | PREFPARED
20.09.23 ABAMNEL WIPA D.D. PREFARED
26.09.2013 HvPO ALFE-ADRIA-BANE D.D. =z OO0 EOH L] ) g PREFARED
- x
e The progeam for the databesce clesrup will shop the E-Bank -
Brogean. D ol realy want bo delete data older than 1.7.2000 from the
‘ould you B Lo conduct the requinsd Sction Sfmeeay? " database PERSOMNALEBANK?

QrEa_= |

i ]
Cleaning database ill C4:: = I -

Delete completed sucessfully,

(5 )| bwmmnr
L [l Pl Cltriar.. —

[Database cleanup [Marked records Mo: Ofa |Surn: - f=161.900,00 EUR. 20,0
1 Select the command Tools > Database cleanup.
2 A notification will appear informing you that Hal E-Bank will close down. Confirm if you want

to conduct database cleanup.

3 In the »Cleaning database« window, enter the date until which the data will be deleted. If you
want to save or archive data, check »Create archive file«. Select the Clean database
command.

4 In the »Clean database<, confirm if you really want to delete data.

Ul

A notification will appear informing you that deletion is completed successfully. Close the
window.

To continue working with Hal E-Bank, you need to sign in again.
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Usually, we are not aware of the importance of data backup until we face a loss of data. Statistics
indicate that a loss of data when using Hal E-Bank occurs most frequently due to errors on hardware
(hard disk), while occasionally problems also occur in functioning of databases.

The responsibility for data backup lies with the user!

The procedure for creating database security backup depends on the type of Hal E-Bank program you
are using.

Hal E-Bank / Personal

In Hal E-Bank / Personal, the data (payment orders, statements, transactions, balance, e-invoices,
etc.) are saved on your computer's local disk.

You can archive the up-to-date database (all data without address book, e-invoices and templates) in
the Hal E-Bank / Personal program. In this way, you create a security backup of the data.

File View Communicatinanools Help

;‘. | &I | | % ‘ o Perzonal number (PINY change | 2 | @ | X1 ‘ IDomestic payments j

Settings (alk + )
- . SI5E 3300 0846 46232 166
amart card ar 36 kew kest I hﬂ“k EEE LJUELJAMA DO, j
Exchange of smart card or IUSE key IFHEE j ﬁ Im T Z07n ;I I31 SR ;I
e o |
- Debtaor identifiers -
Al ’ . - (=
S e oatabase bockow T
Database cleanup I 7
Tirne of final copyi Mo b
—( rrrr— £ Toodidconig  Mobicks -
- Gearch (Tl + F) k0. = | Size of backup: OMB HED
Currency conversion kDD o= 2 AHED
Y KDD. —50 1 Deletion of old backup files WRED
. K.D.D. = " Do not delete IARED
5 3
S P @ &+ Delete all except latest copy RED
2009203 ABAMEA YIRS D0, =3  Delete al IBRED
26.09.2013 HYPO ALPE-ADRIA-BAME D.D. =2 ISRED
= _| |E:\Piouram filesH alcom’ Personal E-Bank'.: 3'}! Select |
Queston X
Delivery Qc ) OK |  Cacel |

-"'_"\-I Program For database archiving will stop warking with E-Bank,

= Do wou wank to conduct the required action arywayy
Potice ]|
-
2) ves o I \!) Copying was successful

Infa oﬁ

1 Select Tools > Database backup.

2 A notification will appear informing you that Hal E-Bank will close down.
Confirm if you want to conduct database backup.

Continued on next page ...
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3 A window will open, where you select whether you want
to delete archive copies or not (3a). Then, you can change
the path (3b), where archive data will be saved on your

local disk and click OK (3c). You can set a reminder for data
backup. By using the command

Tools > Settings, the

TIP

4 A notification will appear informing you that archiving was
successful. Close the window.

Miscellaneous tab in the field
»Database archiving reminder«,
set the frequency of reminders
(see chapter Tools/Settings/
Miscellaneous).

To continue working with Hal E-Bank, you need to sign in again.

If you want to create a security backup of address book, see
section ADDRESS BOOK, the chapter Exporting and Importing
Data from/into Address Book, sub-chapter Procedure of
exporting data from address book.

Hal E-Bank / Corporate

In Hal E-Bank / Corporate program, the data (payment orders, statements, transactions, balance, e-
invoices, etc.) are saved on server located in your company. Data security backup can be created by
the system administrator in a company. He can also set periodical creation of backup copies. Upon
such setting, the data is saved automatically.

For help, please contact Halcom's help desk at helpdesk@halcom.si or by phone at +386 1 200 33 69
(working hours are published on the web page: ).
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You can conduct search of individual transactions, orders or batches in the archive easier by using the
search. Search is also available in cross-border payments and in preparation of orders/batches.

Cleizr Irio waicn o il

File Wiew Camnunicakion | Tools Help
i | &. | ‘ & | an Personal number (PIN) change | 9 | T ‘ 52 | I Domestic payments j
Sektings (alk + O) T ——
— ) Smark card or USE key test hal GLER Searching through active map documents E
|_, 1al @ bank Exchange of smart card or USE key s Drder preparation ..
Parametess, which have empty fiekds, aen't laken inlo consideration
— Address book (alk + &) _ at an inquity. Searching by arount and date paraneters goes by
= Mo Debtor identifiers princgle FROM-TO.
Preparation ar _— - .
" SoD ;redltolr identifiers ~ Saarch paramel
I : Database ;ea:uup Salect & d e
g K0D. [an - Show 2l REFARED
1 K D0, REPARED
- : K.D.D. Debk accountno: | REPARED
] LITENGY CONYErsIan kDD, r Value/papment date | 01.01 2010 [;1022m3 REPARED
Service programs 3 kDD Creditce: | 2EE§EEE
20.09.2013 ABAMEAVIPA D.D. Ao | | REPARED
26.09.2013 HYPD ALPE-ADRIA-BAME D.D. Cunency code: | =l REPARED
@ Payment detals: |
=
. Ouw refesence:; |
Delivery Pastres efesence: |
Status: | I
r Crealion date: 071,01 2010 |31.122m3
Prepaed by, |
Signed by: |
Paitnes's sccount: |

|Searching through active map documents. [Marked records Mo: O/

Sum; - /=161,900,00 ELIR,

Or== =N i
= =

|79.08.72013 1

1 Select the command Tools > Search (selection is also available by clicking on the icon

f in the tool bar or with the command Ctrl + F).
2 The window opens where you enter search criteria.

w

Perform the search by clicking Search.

2 Show al

File Wiew Communication Tools Help

The data will remain filtered until you turn the search off by clicking the icon % or

algl
1]

ol elmle|m el e ® e g v 8] 2@l [ommm

=

* EBB LJUBLJANA D.O.0.

TRZASKA 118 1000 LIUBLJANA

. SI56 3300 0000 0000 038
I [F[€bank Epg( juELiarns DOD.

]

(hal®@bank [FreE

=] a0z

# Order preparation

Marked records Mo: 00

Sun: - A

|\-"aluefp... i | Credit |

=
Preparation

i

ﬁmnuntl Curre... | Pawrment detailz

|32z

I
(4)

2 showal

| Statuz | Our

reference | Fal
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Hal E-Bank enables currency conversion. In order to do this, you must have an exchange rate list in Hal
E-Bank, which is sent to you by the bank. In order for the currency conversion to be accurate (last
exchange rate list acquired), refresh the data first (A).

File Wiew Communication | Tools Help

ﬁ | &' | ‘ % ‘ a Personal number (PIN) change | 2 | @ | 52 ‘ I Domestic paymants j
Setkings (alk + O
- | . SIBE 33000346 4683 165
* Smart card or USE key test I ol GLETY ST j
Exchange of smart card or 5B key IFHEE j il ID'I.EI'I 00 LI |3'I EEVTE LI
= s kA B
= R
. Debtor identifiers
Freparation g‘j: SDD creditor identifiers Q. Search
" bt s x
- Database backup =
] K : . ED
Saarch (Clrl+ F) B Selection of exchange rate for conversion ED
— o K Enter the amount and both PO ALFE ADRIABANK j ]
SIS S ST K currencies for caloulation I - - 2 D
. [k and then select or enter the =1 En
. Service programs exchange rate for |0.767048 [ exchange rate list Mo, 56] = | ED
20.09.2013 HBANKA VIPE D.D. caulation Lick on 2w ED
26.09.2013 HY'PO ALPE -ADRIA-BAME ED

calculation,

— Currency conversian

1gt amount and curency I 100 IEUF! - 978 j

Direction of calculation: - 33

()

2nd amount and curmency ; I 76.7 [ -

100 EUR = 76,7 CAD
[ by exchange rate list Mo, 56 an 20032012 ]

Oor=m

_ ~h
Fririe Clerizr.. —

|Execution of calculation between currencies

[Marked records Mo: O/ [Sum: - (=161,900,00 ELR. [z9.08.2013 10:32

N =

Select the command Tools > Currency conversion.
A window will open, where you select the bank.

3 Select both currencies (entry and exit). Enter the amount you want to
calculate (3a). The program conducts and displays conversion. If you did
not acquire the last exchange rate list, the program warns you that the
conversion is not possible (the exchange rate list must be acquired).

4 Close the window by Close command.
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Service programs are additional programs installed on your computer with Hal E-Bank. They enable the
conduction of operations, which need to be performed rarely. You can access them via the command Tools >
Service programs (A).The set of service programs can vary from account to account, if the accounts are opened
at different banks offering different service programs.

WARNING

Do not start some of the service programs on your own! They are intended for use under expert
supervision of the technical support to electronic banking users.

File  Yiew Cu:ummunicatiu:un|Tools Help

& | E ‘ | & ‘ an Personal number (PIN) change | 2 ‘ T | 52 ‘ IDomestic payments ﬂ

Setkings (Al + 0

. SIEE 3300 0246 4633 166
amarkt card or U3E kew kesk I bﬂ"k EEE LJUBLJANA O.D. j
Exchange of smark card or USE key IFF!EE j j |D1.D1.2D1D ;I |31.12.2D1 3 ;I

e ot e

Debtor identifiers
SDD creditor identifiers C) Seach

55 Datab {
b arders | i CIERERE BRI | .t'-‘«mc:untl Curre. .. | Paunient details | Statuz
: Database backup
g#  batches i k. 0.0, =20000 EUR OBy, JULL 2013 FREPARED
S SO0 arders e (Ctrl + F) k. 0.0, =200,00 ELUR OBy, AVGEUST 2013 FREFPARED
1 U G k. 0.0, =2.30000 EUR COMMISIONS FREFARED
g 50D batches ] ! k.D.D. =5000000 EUR  POLOG PREPARED
o files vice programs Repair database qDEE?‘SB EEEE&EEE
& foms 20.03.2013 ABANKA VIPA DD, | COllSetsyskeminformation FL FREPARED
B iosseres 26.09.2013 HYPO ALPE-4DRIA-BA  Delete dient profiles 0K 8 PREPARED
IUpdate bookmarks
] Import bank directory
Delivery |Jpdate bank register

Inblock personal number (PIN code)
Account number conversion from BBAN ta IBARN
Reimport of E-Forms
Import defaulk account data into address book,
Import MPT mandates data
L Migrate E-Bank data
Info Certificate expork
Database upgrade

al I

ez [Im/E w)port Iritn Batern Iefo plP Baich =000 Liafsis iz Hrint Clipar,., —

Iv

Repair database starts the program, which checks the databases used by Hal E-Bank. Use this program
in case of slow functioning of the program, missing data or problems at entering new partners into the
Address book.

Collect system information starts the program, which collects data on the computer on which you are
using Hal E-Bank. Start the program before contacting technical support for use of electronic banking.

Delete client profiles deletes the list of accounts you are authorized for.

Update bookmarks starts the program, which acquires again the data from the bank’s server. You can
specify data, which you would like to acquire, date (newer data will be acquired) and account, for
which you would like to acquire data again.

Import bank directory starts the program, which updates the bank directory in Hal E-Bank. Start the
program only when needed upon receiving adequate files from the bank.
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Update bank register starts the program, which updates the list of banks. Start the program only
when needed upon receiving adequate files from bank.

Unblock personal number (PIN code) starts the program, by which you can unblock the locked
qualified digital certificate.

Account number conversion from BBAN to IBAN starts the program, which converts the accounts in
the BBAN format in Address book into the IBAN format.

Reimport of E-Forms starts the preparation of forms for re-import into the database.

Import default account data into address book starts the program, which enables that at upgrade of
older versions of the client to the version 16.0.0.00 or higher the user that the data on e-invoice
recipients are automatically transferred from the code book for import of e-invoices into the address
book of business partners.

Import data on NPl mandates data opens the program, which enables setting of data and import of
data on existing NPI DB mandates.

Migrate E-Bank data starts the program which prepares or expands the .zip file of the entire
electronic bank archive from the old computer to the new one. For migration help yourself with
instructions.

Export certificate starts the program, with which you can export and print the data on your qualified
digital certificate. You can find out more on the printout and export of the certificate in the section
Qualified digital certificates one for all.

Database upgrade starts the program for the upgrade of the database. The program first checks
whether the data in the database has been updated. If the database has been updated, the program
will notify you that an upgrade is not required. If the database has not been updated, you can use the
same program to perform the upgrade (update).
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Hal E-Bank operates on the basis of the permissions system, which the bank grants to different users
based on the request by the account owner. The account owner can authorize multiple persons for
work with Hal E-Bank. If data on the user's qualified digital certificate are not yet entered into the
local database (new user of Hal E-Bank in this local network), the program informs the user
accordingly.

x|

! E The used smart card or USBE key don't have access to existing accounts!

Confirm the warning by clicking OK. The list of banks, to which the new user can connect, opens up.
Follow the instructions in the chapter Communication/My first connection (page 35).

The user's permissions are linked to the selected account. permissions for different accounts can
differ. The permissions, which apply to the currently selected account, are always used.

At entering the Hal E-Bank program, some buttons, icons and menu commands will be activated or
deactivated (colored in grey) depending on the user's permissions. You will not be able to use some
functions. The icons for changing personal number (PIN), for first connection to the bank and for
closing the program (cross mark) are not dependent on the permissions and are always active. The
permissions are written in the bank in coded format. The user's profile is adjusted with the current
state of permissions at the bank during each connection with the bank.
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ADDITIONAL TOOLS AND SETTINGS

The permissions for work with Hal E-Bank are divided into the permissions for work with the selected
account, SDD permissions and permissions for work with files.

You can check the permissions of the user currently using the Hal E-Bank program by clicking the

button next to the account owner's name.
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The window »Account owner and the trustee for the selected account« will open. Detailed information
on the user currently using Hal E-Bank are displayed (permissions, digital certificate information,

etc.), for the selected account.

2 Back

Account owner and the trustee for the zelected account.

Account owner ;

Account trugstee

Darja Brodnik [4R:173, ID:1234568052)
Truzstee's card no.: 2105769

Permiszions for the selected account | SDD permissions | Work with files

Enterinig data 2
Batches preparation 2
Signing 2
Sending data 2
Reviewing 2
Adminiztering 2
Signature categony [1]

Mame: EBE LIUELJAMA D00, EhDhEZ
Bddiess: TRZASKA 118 o
1000 LILELJ&M A Regizter number ;. 58557101
T ax number ; 31033219
»  Wiew certificate Signing;

Mo, of left zignatures: 0
Mo, of right zignatures: 1

You close the review of data on the account owner and the account trustee by clicking the Back

button = back

1. Permissions for the selected account:

Permissions for entering data is intended for using the Address book of business partners
and their accounts and for preparation or import of payment orders.

Permissions for batches preparation is intended for forming payment orders in batches (in
case you don't have the permissions for preparation of batches, prepare orders individually).

Permissions for signing is intended for reviewing payment orders and signing batches, but
at the same time also for changing and completing the Address book. For signing orders and

batches, the signature category described in continuation, is also important.
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ADDITIONAL TOOLS AND SETTINGS

Permissions for sending data is intended for transfer of data between the bank’s server and
the Hal E-Bank local database.

Permissions for reviewing is intended for review of transaction items, statements,
balances, notifications, etc.

Permissions for administering is intended for administrative operations in Hal E-Bank, such
as deleting local database, refreshing program from the bank's server, etc.

2. SDD Permissions

Permissions for entering data is intended for using the Address book of business partners
and their accounts and for preparation orders and batches or preparation of orders/batches
for direct debits,

Permissions for batches preparation is intended for forming orders in batches (in case you
don't have the permissions for preparation of batches, prepare orders individually),

Permissions for signing is intended for reviewing orders and signing batches, but at the
same time also for changing and completing the Address book. For signing orders and
batches, the signature category described in continuation, is also important,

Permissions for sending data is intended for transfer of data between the bank’s server and
the Hal E-Bank local database,

Permissions for reviewing is intended for review of transaction items, statements,
balances, notifications, etc.

3. Permissions Authorizations for work with files:

Permissions for entering files is intended for preparation or import of files.
Permissions for signing is intended for reviewing files and signing.

Permissions for sending files is intended for transfer of files between the bank’s server and
the Hal E-Bank local database.

Permissions for reviewing files is intended for review of files.

Apart from permissions, there is also the signature category; it defines which signature the user can
perform on each account. Namely, for each account the number of required left (minimum O,
maximum 3) and right (minimum 1 and maximum 3) signatures is specified.

The users, who sign documents, are classified in four signature categories:

a.

First (1.) category enables the user to perform all missing left and right signatures, which
means that he/she can sign the document on his/her own,

. Second (2.) category enables the user to perform the left or the right signature, depending

on the order of signing,

. Third (3.) category enables only the left signature,
. Fourth (4.) category enables only the right signature.
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ADDITIONAL TOOLS AND SETTINGS

If you open a new account with the bank, you have to establish the first connection to the bank in Hal
E-Bank.

File View | Communication Tools Help

Data refreshing = | g | 7 | | 2 | T ‘ 32 ‘ I Domestic payments j
D. . G156 J300 0846 4653 165
Connection settings LIUBLJANA I hal GLELE AN R j
JFREE i b= | CGEG TR | EEEEERd
# Order preparation
Marked records No: 0 = O Search
Surn; - /=161.300,00 E :
I User data are not in the database. I : I
Valuedpaym.. ©  Select the bark yiou wizh bo connect with, Payment details Statuz
30.08.2013 : OBY. JULL 2013 PREPARED
30,06 2013 Market  [5iOvENIA 't?,}—lc-:nnect OBY. AVGEUST 2013 FREFARED
30.08.2013 YIRS p— COMMISIONS FREPARED
Fosais | [BANKA SPARKasoe = Lowen | | 55 PREPEFED
30082013 BKS BAMNK AG, BANCHA PODRUZNICA COEEE BoECAnCn
2003 2013 LLol - Personal number (PIN code) xl|o
[ DS T

26.09.2013 NOVA LIEEEASKA BANKA ’

POS TA BANKA SLOVENIE
PROBANKA bank

FRAIFFEISEN BaMEA
SKB BANKA

LIKICDCDIT DARK A CL O ORI LA

Diigital certificate

owner Darja Brodnik, HALCOM D.D.
zer no: 0854 8B

ISSLUEn Halcom Ca PO 2

wvalid until: 08.08.2015

Rewview

Inzert zmart card inko reader or USE key into USE port
and enter your perzonal number:
o

O (5)oc | comsl | H

Iria Bz e

[y First connection to the: bank [rarked recc

1 Select Communication > My first connection to the bank.

The window opens, where you select the bank with which you want to
establish the first connection.

Confirm the selection by clicking Connect.
A window opens, where you enter the personal number (PIN code).

Confirm the entry of personal number by using the OK command.
The connection with the bank is established. The data are transferred from the
bank. If the notification window opens, close it.
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ADDITIONAL TOOLS AND SETTINGS

Connection Settings

In Hal E-Bank, you can specify for each bank separately the type of connection, IP address and name
of dial-up connection, if you use the dial-up connection. In case of the HTTPS connection, you can also
specify the HTTPS IP address.

File \l'iewll:ommunication Tools  Help

ir ‘ &' Daté refreshing. % ‘ ﬁﬁ ‘ &7 ‘ ‘ 7 ‘ T | o2 | I Dormestic payments j
My firsk connection ba the bank
D. . 5156 3300 0545 4553 156
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IFeFe +1 = [1.01 2010 M EEEGE |
. Order prepar e 3 =
Marked records No; 048 Choose the
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30,08 2073 HvF — Eonnection type and parameters g PREPARED
30082013 H'f PREFARED
11.09.2013 Hv'f = LaN PREFARED
20,09.2M3 BBE PREFARED
20.09.2013 4B | €7 Diakup connection PREPSRED
Z6.09.2013 Hv'f |Halcnm j PREFARED
P

|thnthv. halcom. lacal

[~ HTTPS connection
HTTPS IP
Iebank.halcom.si

Info liFl(E)bank 3) oK Cancel

| | 1L

N (Lot G Rt ] LT e NEIEE] Fraian Fririt Clifizr.. —

\Connectinn s=tting [Marked rerords Bo: OIS S - f=1p1 900 OO FI IR o ng 2015 1mae

1 Select Communication > Connection settings.

2 The window opens, where you select the bank from the list (2a). If
necessary, change the settings (2b).
The connection with the bank's server will be successful only if all connection
parameters are set correctly. Correct settings have to be entered before the
first start of the client. The bank will send you all the settings details.

3 Confirm the entry by OK command.
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ADDITIONAL TOOLS AND SETTINGS

Help

In the toolbar, under the tab Help (A), you can access texts that can help you with your work with Hal

E-Bank.

By selecting Help> Manuals, you can access the Hal E-Bank manuals, where you will find instructions

for working with Hal E-Bank divided into individual sections (functionalities). The list of manuals is

amended and supplemented, if necessary.

File  Wiew Communication (“ | Help
7 s W
| E‘ | = | ! % Web help Cross-border payments and operations with Foreign currencies ]
¥ EBB Ll Instructions for ensuring secure operations Remate signing ]
TR2AS E Address book
P ELEIR Gualified digital certificate one For all I
e i Rewiew of balance, transactions and statements
o d Suggestions )
Or Bank notices and messages to bank -
Preparation Marked recc  About the program Additioral tonls and settings
Sum; - /=1ET 90T OIEDH T —
| Value/papm... | Credit E-invaices {3 I
30.08.2013 HYPO ALPE-ADRIA-BANE 0.0 diredt debi FRARED
30.08.2013 HYPO ALPE-ADRIA-EANK DD, AR Elis ik EPARED
30.08.2013 H'YPO ALPE-ADRIA-BANK D.0. SEPA refusals and mandates EPSRED
30.08.20013 HvPO ALPE-ADRIA-BANE D.D. =au.oo0,00 EUR FOLOG FREP&RED
11.09.2013 HYPO ALPE-ADRIA-BANE 0.0 =2580000 EUR OEROK & FREPARED
20.09.2013 ABAMEAVIPA DD, =5.20000 EUR OBY. BE7A FREPARED
20.09.2013 ABAMEA WIFA DD, =53.000.00 EUR DFFL FREPARED
26.09.2013 HvPO ALPE-ADRIA-BANE D.D. =2.500,00 EUR OBROK 8 FREPARED
=3
Delivery
4 | i
Onzr Iritg Baich [nto RF Daich Fririt Diniar.. —
L L I I | m——

By selecting Help> Web help, you can access the Halcom website, which is designed to help users

work with Hal E-Bank, directly from Hal E-Bank. In addition to the manuals, the website will provide
you with import and export formats and plenty of useful information related to the working with the

electronic bank.
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By selecting Help> Instructions for ensuring secure operations, you can access the website, where
you will find the instructions to ensure safe operations with Hal E-Bank. Following these instructions
contributes significantly to the safe use of Hal E-Bank.

File Wiews Communication  Tools | Help

#lalmlem g e

Marked recd  About the program

Web help =
~ EBB lhal @m
TRZA
Program upgrade Instructions for ensuring secure operations with
= Ord Suggestions Hal E-Bank II
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20.08.2013 HvPO ALPE-ADRIA-BANE 0.0
30.08.2013 HvPO ALFE-ADRIA-BANE 0.0
11.03.203 HvPO ALFE-ADRIA-BANE DD
20.03.2013 ABANKAWIPAD.D.

2003203 ABANKAWIPAD.D.

26.03.2013 HvPO ALFE-ADRIA-BANE 0.0

7

Deliveny

1 rurve she card (USB key) containing digital
certificate in lnﬂ;?lrmmq;:mmlymg

2 Upon complated program immediately,
memmtusnhq-nmumwwwu
¥-
3 Turn off the computer an which you are using the smart
card [LEE hary) whan you ang not wing it (for instance,
cutside of business hours or durieg longer absence).

4 ek the PIN code of & crd (U8 key) with qualified
certificate equally carefully 2 your bank card™: PN

5 Do not keep together the card (USE bey) and the PiN code.
6 Changw regularty your card's (US8 kay's) P code,

additioral general warnings for uzers of CA qualified digital certificate:
» Organtzations such &= banks waually do not w electronic mail for distribusion of
software, necuests Tor dhange of password, eec. Such notiTications ine alwiys sent
the applcations.
»  malop surg That your computars have the Lanest security comections and adequate anti-
Vi programs.

« Do not open e-mails or attachments from unknown senders.

- mmw&mﬂs anachments with unuiual content, even if they onginate from
a sourte which sesrs famdiar at first.

= Do not install software from unerified sources.

. wsmsmﬂ» aspicion nelated to abuse of & computer of of &
qualified digital m‘gmm

iy Iriten el Ezer W E1E

- I
i Oenzr.. —

[Marked records Mo: 0ja |Surn: - f=161.900,00 EUR |29.08.2013 10:32

By selecting Help > Program upgrade (1), you start the program upgrade. Program upgrade is
described in the manual INSTALLATION AND UPGRADE (written on the installation CD and also
available at wwweng.halcom.si/support in the User Manuals section under Installation and upgrade.
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http://wwweng.halcom.si/index.php?section=33
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By selecting Help> Suggestions (1), you can access the tips or information on the new features of

each individual Hal E-Bank version.
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SEPA mass payments

SEPAmass payments (MP SEPA)
enabbe you o importinto the e-bank a
batch with multiple SEPA payment
orders, which you have prepared in the
back-ofkce application and you are
sending it 1o a bank for eeculon Wa &
bank The bank retumns fod all paymant
orders rom the DIICh 3 sngle debit

fem in thy modint of all i ——— e ——
payment 'oem the batch, Inthe = IRE—
Sutuire, S L3 payments will

replace operalions with new payment ing rum ents - diredt credit (NP1 DO, data
sat03)

The imper of e VP SEPADANCH iz enabled in the channel Domesic payments
= Preparation = Balches, A impon of M MP SEPADalch, you can chaose
between e impon of open of closed MP SEPAbatch. The apen balch further

anables ingkghl ino indiddual orders, while for dosed balch this is nol possible.

You can Snd ather information on preparaton of the MP SEPAbaikch and on
g b woik with the SEPAmMass payments in Me e-bank on Halcom's web
pagd or in the manual Payments. in he chapter SEPA mass payments.

You can select your version by using the scrollbar (2) and simply click on the highlighted text to
display a specific topic in the left column (3). A text opens (4). You can move between the pages
using cursor arrow keys (5). In the bottom left corner, you can also select whether you want the
program to display any new features or changes at startup (6). You can close the window with the new

features in the bottom right corner (7).

By selecting Help> About the program, you can access information about Hal E-Bank and quickly
access the Halcom website and the frequently asked questions, related to the operation of Hal E-

Bank.
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